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River X Financial Services Pty Ltd ABN 26 674 273 011 holds Australian Financial Services Licence 556458. 

 
1. Introduction 

River X understands that individuals may be concerned about how we handle their personal 
information. Our aim is to deliver the best possible financial services, and we will only collect the 
information necessary to enable us to do so. 

River is committed to managing personal information in an open and transparent way, in compliance 
with the Privacy Act 1988 (Cth) (Privacy Act) and the Australian Privacy Principles (APPs). 

 
2. Purpose 

 
The purpose of this Privacy Policy is to ensure that River provides open and transparent advice to 
individuals about the way in which personal information collected and held by River is managed, and to 
confirm that River meets the standards and requirements set by the Privacy Act and the APPs. 

This Policy is available to all individuals through our website and upon request free of charge. 

 
3. Overview 

 

3.1 What personal information is collected? 

The types of personal information collected and held by River include information used to identify 
clients, understand their financial position, and any other information necessary to provide financial 
services. This may include, but is not limited to: 

• identification details (name, date of birth, address) 
• contact details 
• financial and investment information 
• employment and business information 
• tax file numbers (where authorised) 
• government identifiers (e.g. passport, driver’s licence) 
• source of wealth and funds 

 
 
River is also required to collect and hold personal information under the Anti-Money Laundering and 
Counter-Terrorism Financing Act 2006 (Cth) (AML/CTF Act), which may include sensitive information in 
certain circumstances. 

As part of our recruitment process, we may collect personal information from potential employees and 
their referees, including sensitive information obtained through background checks. This information 
may be disclosed to, and obtained from, third-party agencies engaged to conduct probity checks on our 
behalf. 

3.2 Consent 

River will collect, use and disclose personal information in accordance with the Privacy Act and the APPs, 
including obtaining consent where required by law. If an individual does not provide some or all of the 
personal information requested, or does not consent to its use, holding or disclosure where consent is 
required, River may be unable to provide the products or services requested. 
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3.3 Collection of personal information 

River only collects personal information that is reasonably necessary to provide the services it offers or as 
required by law. Personal information may be collected through: 

 directly from you (meetings, forms, digital platforms) 

 telephone recordings 

 documents you provide 

 our website and systems 

 third parties (where authorised), including: 

 financial institutions and product providers 

 professional advisers (e.g. accountants, lawyers) 

 credit agencies and data providers 
 

 
Identity Verification 

To comply with our obligations under the AML/CTF Act 2006, River verifies clients’ identities using 
electronic matching services. An individual’s personal and document details (such as name, date of 
birth and ID numbers) are disclosed to our service provider to facilitate a match against official 
government records via the Document Verification Service (DVS). This is a “match/no-match” service 
only. 

Electronic identity checks are conducted only with express consent. Results are used strictly for 
identity verification and fraud prevention, and are not used for marketing or profiling. 
Individuals who do not wish to consent to an electronic check may contact us to discuss 
alternative manual verification methods. Declining consent may delay or prevent us from 
providing services. 

A manual review process is available for any identity-matching decisions that may adversely affect 
an individual’s access to services. 

 
In some circumstances, River may also gather personal information from third parties or from publicly 
available sources. Third parties from which personal information may be obtained include: 

• Information service providers; 

• Credit agencies; 

• Lawyers, accountants and financial advisers; 

• Fund managers; and 

• Intermediaries and spouses. 
 
 
Where a third party provides River with a client’s personal information, it is assumed that the client has 
consented to that disclosure, unless River is notified otherwise. 
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3.4 Use and disclosure of personal information 

River will generally only use or disclose personal information in the context of providing the services for 
which it was collected. 

3.4.1 Use of personal information 

Personal information may be used to: 

• Provide clients with products and services in accordance with River’s obligations; 

• Administer and improve the products and services provided to clients; 

• Offer clients further products and services (including for marketing purposes, unless the client has 
opted out); and 

• Comply with legal and regulatory obligations under the Corporations Act 2001, AML/CTF Act, and any 
other applicable legislation or regulation. 
 
 
River also uses personal information in the course of recruiting staff and contractors. 

3.4.2 Disclosure of personal information 

By providing personal information to River, clients acknowledge that their information may be disclosed to 
the following categories of third parties: 

• Any person for the purposes described in any agreement between River and the client; 

• The issuer or seller of a financial product (or its registry provider), where required by the terms of that 
product; 

• Regulatory, governmental or industry bodies that govern any part of River’s business in any 
jurisdiction, including ASIC, as required or authorised by law; 

• Superannuation fund trustees, insurance providers, fund managers and other product providers 
involved in managing or administering the client’s product or service; 

• Compliance consultants, mailing houses, and IT service providers; 

• The client’s professional advisers (e.g. solicitors or accountants), as authorised by the client; 

• Another authorised representative of River, where necessary; and 

• A potential or new owner of River’s business, on a confidential basis for due diligence or transfer 
purposes. 
 
River employees and contractors are obliged to respect the confidentiality of all personal information 
held by River. 

3.4.3 Disclosure to overseas recipients 

River’s operations may extend throughout Australia and overseas. Some uses and disclosures of 
personal information may involve overseas recipients, including: 

• Related bodies corporate or third-party service providers whose infrastructure is located outside 
Australia; and 

• Cloud-based IT infrastructure used to store or back up business data. 
 
River cannot always identify with certainty the countries in which such infrastructure is located. We are 
happy to investigate and advise upon request. 
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Before disclosing personal information to any overseas recipient, River will take reasonable steps to 
ensure that the recipient handles the information securely and in a manner consistent with the APPs. 
Where this standard cannot be met, River will seek an alternative arrangement or obtain the individual’s 
consent prior to disclosure. 

3.4.4 Use of artificial intelligence 

River may utilise artificial intelligence (AI) tools in providing its services. Any AI tool used by River must 
be approved by the relevant Responsible Manager and the Chief Technology Officer (or equivalent) before 
it is permitted for use. Where personal information is required to be used within an AI tool, it will be 
handled in accordance with River’s Electronic Communications Policy. River does not input sensitive 
personal information into publicly available generative AI tools. 

3.5 Storage of personal information 

Personal information is held in a secure environment, either in hard copy, electronically or both. Security 
measures are in place to protect personal information from misuse, interference, loss, and unauthorised 
access, modification or disclosure. 

Personal information is accessible only to River employees and representatives on a need-to-know 
basis. An individual may request details of where and how their personal information is held by 
contacting River’s Privacy Officer. 

3.6 Retention and deletion of personal information 

River is required by law to retain all personal information and records for a minimum of seven 
(7) years. After this period, personal information that is no longer required for any specified purpose will 
be securely destroyed or de-identified. 

An individual may request the destruction or de-identification of their personal information at any 
time. Such requests will be considered and actioned within a reasonable time, subject to River’s legal 
obligations. 

3.7 Access to personal information and complaints 

Individuals may request access to the personal information River holds about them by contacting our 
Privacy Officer. Access requests must be made in writing. Access may be declined where a lawful 
exception applies, including where providing access would pose a serious threat to health or safety, have 
an unreasonable impact on the privacy of others, relate to ongoing legal proceedings, or be unlawful or 
contrary to a direction from an enforcement body. Where access is declined, a written explanation will 
be provided. 

If you wish to make a complaint about an actual or suspected breach of your privacy rights, please 
contact our Privacy Officer. Complaints will be acknowledged within seven (7) days. Our Privacy Officer 
will investigate the matter, may seek further information, and will notify you in writing of the outcome. If 
you are not satisfied with the outcome, you may escalate your complaint to the OAIC at 
www.oaic.gov.au. 
 

 
Privacy Officer: Kim Anstis 

Address: Level 31, 123 Pitt Street, Sydney NSW 2000 

Telephone: 1300 174 837 

Email: compliance@riverx.com.au 
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3.8 River website 

River’s website utilises cookies. A cookie is an electronic mechanism that can trace access and use of 
information within websites. By using a River website, an individual consents to the use of cookies. 
Personal information obtained through cookies may be used to enhance the products and services we 
provide. 

Where individuals register on our website to receive newsletters or other information, their name and 
email address will be collected and stored in our database. This information is protected through 
electronic security measures including firewalls and data encryption. 
Individuals may opt out at any time by emailing us directly. Requests will be actioned within five 
(5) business days. 
 
3.9 Sensitive information 

River may be required to collect sensitive information about clients in order to provide certain advice, 
products or services. River will only collect sensitive information with the client’s express consent, or as 
otherwise permitted by law. Sensitive information will not be used for direct marketing without consent. 

3.10 Government-related identifiers 

River may be required to collect government-related identifiers — such as TFNs, Medicare numbers or 
pension card numbers — to verify a client’s identity or to meet obligations under the AML/CTF Act. Such 
identifiers will not be used or disclosed other than as required or authorised by law, or where the 
individual has voluntarily consented to their disclosure to a third party. 

 
4. Notifiable Data Breaches 

 

As a regulated entity, River is required to comply with the Notifiable Data Breaches (NDB) Scheme 
under the Privacy Act. The scheme requires River to notify affected individuals and the OAIC when a 
data breach involving personal information is likely to result in serious harm. 

 
5. Spam and Electronic Communications 

 

River complies with the Spam Act 2003 when sending commercial electronic messages. River also 
operates under its own internal Anti-Hawking Policy. When using electronic messaging, River: 

• Only sends commercial messages with the recipient’s express or inferred consent; 

• Clearly identifies the River contact responsible for each message; and 

• Includes a functional unsubscribe facility in all commercial messages, with requests 
actioned within five (5) business days. 

 
 
Where communications include a forwarding facility, River ensures they contain a clear 
recommendation that recipients forward only to persons who would reasonably be considered to have 
consented to receiving such communications. 
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6. Related Policies 

 

• AML/CTF Policy 

• Adequate Resourcing — IT Policy 

• Cyber Security Policy 

• Electronic Communications Policy 

• Incidents and Breaches Policy 

• Record Keeping Policy 

• Risk Management Policy 

• Representatives and Human Resources Policy 

• Conflicts of Interest Policy 
 

 
7. Policy Review 

 
The River Compliance Committee reviews this policy annually. At minimum, each review will consider 
changes in reporting lines or business unit responsibilities, legislative or regulatory amendments, 
improvements identified through experience, and recurring or systemic issues. Any proposed revisions 
must be approved by the Compliance Committee before taking effect.  

 

 

Date Version Change 

21 March 2024 4.0 Trading Name Change C inclusion of River X Financial 

12 November 
2025 

5.0 Periodic review; minor updates to references to Wholesale 
Securities. 

24 February 2025 6.0 Change of address and full policy rewrite. 

11 May 2026 7.0 AML/CTF Act - added section covering electronic matching, 
consent and manual review fallback NDB Scheme - added 
standalone section with notify-OAIC and notify-individuals 
requirements APP 8 - cross-border disclosure included 
APP 4 - rewrite specifies destruction or de-identification 
as required 
APP 5 - website/cookie collection notice expanded to meet 
notification-at-time-of-collection obligation 
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